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Introduction

 In cryptography, a side-channel attack is an attack based on information gained 
from the physical implementation of a cryptosystem, rather than brute force or 
theoretical weaknesses in the algorithms (compare cryptanalysis). 
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https://en.wikipedia.org/wiki/Side-channel_attack



Timing Side Channel

• The execution time of e.g. RSA depends on the 

value of secret data/key.

• By timing the execution for a particular public 

input, one obtains information about the secret. 

• RSA: By adaptively modifying the public input 

and measuring the execution times one can 

uncover the key bit by bit.

• On the right: Statistics of the termination channel 

– its variation can be exploited.

4Paul Kocher. “Timing Attacks on Implementations of Diffie-Hellman, RSA, DSS, and Other Systems”. Crypto’96



Cache Timing Channel

• Target application, e.g. AES, runs together with 

a malicious monitoring application on top of the 

same processor.

• They share LLC: They push one another out of 

the LLC and this interference can be monitored 

by the malicious app and reveal security 

sensitive data of the target app.

• AES: Different keys in the target app lead to 

different data access patterns for the monitor 

app (cache hit or cache miss). Since cache hit 

and miss have huge timing differences, the 

monitor app can extract information about the 

key used in the target app.  
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Daniel J. Bernstein. “Cache-timing attacks on AES”. 2005 



Power Channel
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Paul Kocher, Joshua Jaffe and Benjamin Jun. ”Differential Power Analysis”. Crypto’99

The power consumption of a chip depends on the secret data that is used in the computation on the chip. 

One is able to uncover the secret data by measuring the power consumption of the entire chip. 



EM Radiation Channel
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EM radiation depends on the secret data that is being processed. 

Karine Gandolfi, Christophe Mourtel, and Francis Olivier. “Electromagnetic Analysis: Concrete Results”. CHES’01



Acoustic Channel

Acoustic frequency from different motherboard 

components leak information about the instructions 

performed by the target’s CPU

8
Daniel Genkin, Adi Shamir and Eran Tromer. “RSA Key Extraction via Low-Bandwidth Acoustic Cryptanalysis”. CRYPTO’14



Photonic Emission Channel
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Photonic emission pattern is data dependent, so it can also be used to extract the secret data.  

Alexander Schlösser, Dmitry Nedospasov, Juliane Krämer, Susanna Orlic and Jean-Pierre Seifert.  “Simple Photonic Emission Analysis of AES Photonic Side Channel Analysis for the Rest of Us”. 

CHES’12



Power Side Channel Attack
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Why does the power consumption reflect the data?

1. CMOS technology is the common technology for 
implementing crypto devices

2. Power analysis attacks exploit the fact that the 
instantaneous power consumption of a device built in 
CMOS technology depends on the data it processes 
and the operations it performs
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a=>a, b=>b  Capacity



Setup for Power Analysis
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• We usually use oscilloscope to measure 

voltage

• Measure in VDD or GND line

• Connect a resistor (Ohm’s law: V = R x I)

• Measure V over resister

• Probe -> Voltage



Simple Power Analysis
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RSA Background

 RSA algorithm requires modular exponentiation

 How to do modular exponentiation efficiently? 

 Short answer: repeated squaring

 Example: we want to compute a18

 Notice that 18 = 2 x 9 = 2 x (8+1) = 2 x (2 x 2 x 2 +1) relates to 18 = 0b10010

 Do 4 squaring ((((a)2)2)2a)2) = a18
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SPA on RSA
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Countermeasure

 Montgomery Ladder

 Add a dummy multiplication when the secret bit is 0

 Have a constant execution time

 Prevent SPA perfectly, because SPA reveals the instruction flow. 

 𝑁 = 𝑛𝑘−1…𝑛0

 𝑥1 = 𝑥𝑅𝑒𝑝(𝑛𝑘−1…𝑛𝑖+1) and 𝑥2 = 𝑥1+𝑅𝑒𝑝(𝑛𝑘−1…𝑛𝑖+1)

 𝑥1𝑥2 = 𝑥1+2𝑅𝑒𝑝(𝑛𝑘−1 …𝑛𝑖+1) = 𝑥𝑅𝑒𝑝(𝑛𝑘−1…𝑛𝑖+11)

 𝑥1
2 = 𝑥2𝑅𝑒𝑝(𝑛𝑘−1…𝑛𝑖+1) = 𝑥𝑅𝑒𝑝(𝑛𝑘−1…𝑛𝑖+10)

 𝑥2
2 = 𝑥2+2𝑅𝑒𝑝(𝑛𝑘−1…𝑛𝑖+1) = 𝑥1+𝑅𝑒𝑝(𝑛𝑘−1…𝑛𝑖+11)
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Differential Power Analysis
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DPA: Differential Power Analysis

 DPA extracts some statistical features from a large amount of power traces to 
distinguish a correct key guess from a bunch of wrong key guesses. 

 Power traces: records current (=voltage/resistance) variations over time

 Power traces are sampled by oscilloscope, and are stored as an array of data. 
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DPA vs SPA

1. While SPA uses one/few traces to recover the secret key, DPA 
uses many traces in order to exploit statistical features.

2. SPA exploits the instruction dependency, but DPA exploits the 
data dependency.

3. In SPA, we may not need to know the data (i.e., plaintext or 
ciphertext), because the instruction flow is enough for extracting 
the secret. However, the data (plaintexts or ciphertexts) in DPA is 
required. 
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DES encryption data path
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Data Encryption Standard = DES

Function f (also called mangler function)



Attack Steps Overview

1. Measure the power traces and record the corresponding plaintext or ciphertext.

2. Use the known data (plaintext or ciphertext) with a guessed key to predict an 
intermediate value

3. Check if the intermediate value is reflected in the power trace or not. If yes, guess 
is correct. Otherwise, guess is wrong.  
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Attack Strategy

 If the attack is simply guess and check, what is the different from a brute force 
attack? 

 Principle: Divide and Conquer

 We need to use some statistical features to distinguish a correct subkey guess from a 
wrong subkey guess (the space for subkey guesses should not be prohibitively large). 

 In the structure of DES, it allows us to guess 6-bit subkey per attack, so the guess 
space is 26 = 64.

 The complexity of brute force is 256, but the complexity of DPA is 26 * 8 + 28.

 Note: DES key is 64 bit long, including 56 bit effective key and 8 bit checksum. 48 
effective key bits will be used to derive 48 bit first round key. 
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Attack Step 1

 Capture m power traces T1…m [1…k],  where k is the number of sampling points in 
each trace. In the meantime, record  m ciphertexts C1…m 
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T1[1] T1[2] T1[3] … T1[k]

T2[1] T2[2] T2[3] … T2[k]

…

Tm[1] Tm[2] Tm[3] … Tm[k]

K sampling points

M traces



Attack Step 2
 Guess a 6-bit subkey and compute the output of one SBOX in DES Si(Ks + CL)

 Select a bit b from the 4-bit output of the i-th SBOX 

 Given a guess for the 6-bit subkey

 We compute the bit value b from Si(Ks+CL) 

 We partition all the power traces in two sets Tr0 and Tr1according to bit b 
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CL

C = (CL , CR)

Expansion

Permutation

Ks

Ks

Si(Ks+CL) takes the 6 

input bits from Ks+CL

and applies the i-th

SBOX
CL CR



Attack step 3

 For each sample point j, compute  

 If the key guess is wrong, then this delta 
will be close to zero, because the traces 
are uncorrelated with our computed 
value of b.

 If the key guess is correct, then all the 
traces will be partitioned into two sets 
correctly, then we can see a large spike 
in delta because there is a power 
consumption difference between 
producing a 0 vs 1 as intermediate 
value in the mangler function.  
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ΔD j =
∑𝑇𝑟1[𝑗]

|𝑇𝑟1|
−

∑𝑇𝑟0[𝑗]

|𝑇𝑟0|



Correlation Power Analysis
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CPA: Correlation Power Analysis

 Instead of the function for computing delta in DPA, CPA 
uses Pearson correlation as metric to distinguish a correct 
key guess from wrong key guesses.

Compared to DPA, since CPA combines leakage of 
multiple bits, its efficiency is better in terms of the number 
of power traces

 In order to understand the leakage of multiple bits, we 
need to have a power model.
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Power Models: HW and HD
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Hamming Weight HW: 

P ~ HW(R)

Hamming Distance HD: 

P ~ HD(R0,R1)=HW(R0 XOR R1)

R0

R1

R R



DES Implementation 
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• Let’s assume that R1 and R0 are stored in the 

same register and it is updated after one 

round of DES.

• Since we know the input, and the initial 

permutation is public, we know correct R0. 

• By guessing one subkey, we are able to predict 

the number of bits flipped in the register: 

Hamming Distance between R0 and R1. 

Attack applies to first or last round.



HD model for DES
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R0

R1

Correlation for the 

correct key guess

We guess K (we know R0, L0 representing the 

plaintext corresponding to the i-th power trace)



AES
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=
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AES implementation
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Target of  the attack
 According to the AES implementation above, the key K0 is added to the plaintext which is the input of the first 

round. The output of the first round will be added with key K1 and then it is stored in the register. Thus, we have two 
unknown keys K0 and K1 in the intermediate state after first round stored in the register. It means that, in this 
implementation we can not use the hamming distance model at the first round

 In the last round, before round 10, the intermediate state stored in register R9 is the input of the round 10. The 
intermediate C=R10= ShiftRows(SubBytes(R9)) xor K10 is the ciphertext and it is stored in the register. This can be 
reformulated as R9 = SubBytes-1 (ShiftRows-1(C xor K10)), where only key K10 is unknown (our target). 

 Note that, in the round 10, there is no MixColumn operation and thus, we can do the Divide-and-Conquer attack, 
recover the secret key byte by byte
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Results byte 0 of roundkey 10 =0x13

Results after analyzing10000 power traces



Results byte 1 of roundkey 10 =0x11



Results byte 8 of roundkey 10 =0xF3



Template Attack
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Template Attack

 Is the Hamming Weight / Hamming Distance model always a good fit to the circuit? 

 Maybe not

 How can we find a good model for any circuit/implementation? 

 Template attack

 The key idea is to first characterize the implementation with known keys, then use the 
created model to attack an implementation with an unknown key. 

 A good template can make the template attack very efficient, i.e. only needs one 
power trace.   

38



Create a Template

 Two metrics: a mean vector and a covariance matrix: (m, C)

 On the device we are characterizing, we execute the target function with different 
data di and keys kj

 For each pair (di, kj), record several power traces from repeated executions. Then,  
estimate the mean vector m and the covariance matrix C which models the 
multivariate normal distribution representing power trace samples. 

 As a result, we obtain a template for every pair of data and key (di, kj) => (m,C)i,j
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Attacking Phase

 Given one power trace t, evaluate the following probability function with every 
template. 

 According to maximum likelihood rule, the highest probability indicates the correct 
key. 

40

Number of sampling points.



Countermeasures
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SCA Countermeasures: General Strategy

 Remove any execution time dependence on data and key, e.g., remove conditional 
execution that depends on key (Effective for SPA)

 Randomly insert instructions with no effect on the algorithm (Dummy operations/ 
instructions). Use different instructions that are hard to distinguish in a trace

 Shuffling, randomly shuffle the order of operations.

 Hiding – Hide sensitive information in trace

 Masking – Randomize the relationship between trace and data 
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Remove instruction dependency

 Montgomery Ladder

 Add a dummy multiplication when the secret bit is 0

 Have a constant execution time

 Prevent SPA perfectly, because SPA reveals the instruction flow. 
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Dummy Operations
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 If we randomly insert D dummy operations, then we increase the difficulty of 
attacking by D + 1

 Do not insert NOP as dummy operation, because it is easy to distinguish in the trace. 



Shuffling 

 Changing order of independent operations

 E.g. If we have 8 independent operations, we should have 8! shuffling possibilities, 
but this only increase the attack difficulty by 8. Therefore, we do not need to 
randomly shuffle the operation, we just need to randomly select a starting point and 
follow the original order.    
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Hiding

 Balancing the power consumption

 Dual-rail Precharge Logic

 Two wires carry one bit of information

 Precharging:

 The clock is divided into two phases:

 Precharging phase

 Set the two wires q and not(q) into the same value

 Evaluation phase

 Set the two wires q and not(q) into the output of the dual rail gate
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Masking

 Only input and output value appear in the implementation, all the intermediate 
value is masked (XORed) with random number. 
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Gate Level Masking

 Data A and B, Mask X and Y.

 A = A’ + X

 B = B’ + Y

 XOR operation under masking

 A + B = (A’ + B’) + (X + Y)

 AND operation under masking

 A B  = (Z + (A’ B’) + (A’ Y) + (B’ X) + (X Y) ) + Z = (Z + AB) + Z

 The order of + matters, we should + Z (new mask) first
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Attack on Masking

 The order of XOR matters, but in hardware the 
propagation of a signal cannot be controlled precisely, 
due to the delay of different paths. 

 If the propagation of Z is slower than the other four terms, 
the unmasked result will appear at the output. This 
phenomenon is called glitch. 

 Masking is not secure when glitches can happen. 

 What is the remedy? Threshold implementation.
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Threshold Implementation

 Three properties of threshold implementation

 Correctness

 Non-completeness

 Uniformity
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Threshold Implementation (TI)

 Three properties of threshold implementation

 Correctness

 Non-completeness

 Uniformity
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Threshold Implementation

 Three properties of threshold 
implementation

 Correctness

 Non-completeness

 Uniformity

 Uniformity means the value of each 
share is uniformly distributed. 
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Registers between nonlinear functions
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